With the prevalence of smartphones, mobile apps have become more and more popular. However, many mobile apps request location information of the user. If there is nothing in place for location privacy, these mobile app users are in great risk of being tracked by malicious parties. Although the location privacy problem has been studied extensively by resorting to a third-party location anonymizer, there is very little work that allows the users to fully control the disclosure of their data using their smartphones alone. In this paper, we propose a novel Android App called MoveWithMe which automatically generates mocking locations. Most importantly, these mocking locations are not random like those generated by original Android location mocking function. The proposed MoveWithMe app generates k traces of mocking locations and ensures that each trace looks like a trace of a real human and each trace is semantically different from the real user's trace.
INTRODUCTION
Smartphones are a driving force in many actions that we do every day, and the number of smartphone owners has increased tremendously since their release. In correlation, the number of mobile phone applications have also exponentially risen alongside the growth of smartphone usage. A popular array of services that are combined with applications (apps) are known as Location Based Services (LBSs). While many users typically do not explicitly recognize these services being used, they are also unaware of the risks that are associated with them. In [1] , Almuhimed et al. have conducted a field study on mobile app privacy and their findings show severe concerns on location privacy, e.g. someone's location has been shared 5,398 times with 10 apps within 14 days without being Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for third-party components of this work must be honored. For all other uses, contact the owner/author(s noticed by the user. Such loose control on location data by existing mobile apps has caused different types of privacy threats.
To mitigate risks to users' location-privacy, several strategies have been proposed. One typical approach is to add an access control mechanism to control the location disclosure to the selected service providers, such as the location privacy settings in iOS and Android systems. However, such access control does not prevent service providers which have been granted access permissions from tracking the users. In order to provide better privacy protection, some approaches [5] are proposed based on the spatial-temporal cloaking or k-anonymity. The basic idea is to let the user submit a bigger region instead of the exact location when requesting locationbased services. Unfortunately, such strategies also have limitations. First, it trades-in the service quality since some types of services require accurate locations. For example, if a user would like to find nearby restaurants but tells the server his location at the city level, it would return all the restaurants in the city rather than just those near the user. There is a deeper issue in existing spatial-cloakingbased approaches, which is the lack of defense from attacks using aggregated information collected via continuous queries. For example, when someone uses an LBS constantly or frequently as he/she moves, the service provider may be able to narrow down possible places that the user visited and the user's moving direction.
In this research, we propose a novel location-privacy preservation app that is able to preserve smartphone users' location privacy. The main idea is to generate decoys that behave like real human movements and submit these decoys' locations to the service providers, along with the user's real locations. The goal is to prevent the service provider from profiling the real user. An overview of this approach is presented in Section 3.
RELATED WORK
Various approaches have been proposed to preserve location privacy, which can be classified into three main categories: (i) spatialtemporal cloaking based approaches; (ii) differential privacy based approaches; and (iii) encryption-based approaches.
The key idea of spatial-temporal cloaking is to generate a cloaking region that contains the user's real location and k −1 other users. In this way, the service provider would not be able to distinguish the k users in the same region and hence users achieve k-anonymity. The idea was first introduced by Gruteser et al. [7] and later has been extended by many [4, 14] . However, such approach suffers from the utility loss since users' queries would be based on the fuzzy locations and would no longer be accurate. To achieve 100% query accuracy while cloaking the user's locations, Lin et al. [13] propose to use geo-transformation that converts user's real locations into a set of fake locations by multiple agents in-between the user and the server. The main limitation of the approach is that it only supports LBSs that query on moving objects but not any static objects like restaurants. More recently, Zang and Bolot [21] propose to publish shorter trajectories at a coarse granularity to prevent correlation of information obtained from call detail records with the users' true locations. However, such published trajectories will have little data utility.
The differential privacy based approaches add noise to the users' real data so that the providers would not know the true user locations. Andres et al. apply Laplacian noise to location data in a discrete Cartesian plane in [2] . Users are able to adjust the level of desired privacy, which increases the amount of noise added to the location. However, the downfall to this work is that the area of interest may not fall into the area once noise is added. The authors in [16] look at using k-anonymity to try to traverse the adversary's malicious attempts. By using dummy-location selection based on the entropy of locations, the user is more likely to be hidden. However, the region in which this location selection is performed might not be big enough to hide the user, especially if the adversary has background knowledge. Also, the proposed approach does not support continuous location-based queries. Differential privacy is also used in [15] , in which Ngo and Kim reduce the average size of cloaking regions generated by the Hilbert curve. Chen et al. propose LISA in [3] , which does not rely on a trusted third party for anonymization. LISA's core algorithm is based on unobservability along with a Kalman filter to adjust noise to location data. The limitation of LISA is that injecting noise to a location multiple times may lead the location to converge back to its original value. To sum up, a common limitation in all the differential privacy based approaches is that they trade in the service quality since they are not able to provide exact query results.
The encryption-based approaches aim to fully preserve the location privacy by encrypting the location data and conducting queries directly on the encrypted data. One representative work is by Ghinita et al. [6] who propose a framework to support private nearest neighbor queries based on Private Information Retrieval. In [12] , Li and Jung devise a privacy-preserving location query protocol in which the locations of users are shared based on a conditionmatching system. Location data is encrypted using Pallier encryption to ensure data security. Yet, this work requires an anonymized network which is currently unavailable for smartphones. Guha et al. [8] introduce a privacy-preserving framework which provides a cloud-based matching service to return attributes and their values in an encrypted fashion. Puttaswamy et al. [18] attempt to preserve location privacy in geo-social applications. Their work relies on the exchanging of secrets in order to encrypt/decrypt using 128-bit AES. However, they are oblivious to man-in-the-middle attacks during the exchange, and an adversary may easily discover those key values. Combining oblivious transfer and private information retrieval, Paulet et al. [17] aim to enable efficient processing of location queries. However, all the prior encryption-based approaches are typically too costly to be applied in practice.
Although there have been extensive studies on location privacy, very few have been devoted into developing mobile apps for users to control their locations. For example, in [9] , Hornyack et al. implement a system which returns a fixed location and phone number at all times. While this can ensure privacy for the user, that user will never be able to enjoy most utilities of LBSs. Shokri et al. [19] devise a collaborative approach that allows peer users to form MobiCrowd. When a user needs to contact an LBS, his/her request will not be directly sent to the server but be routed through the MobiCrowd. In this way, the service provider will not know who sent the query. However, such strategy falls short when there are not enough users nearby. Most recently, Fawaz et al. [5] conducted a detailed risk analysis of the use of mobile apps in terms of location privacy leak. They propose an app called LP-Doctor which allows users to adjust the amount of location information to be disclosed to various apps. Compared to existing works, our proposed MoveWithMe is unique in the following aspects. First, it is not constrained by people density and can be used at any time. Second, it ensures the service quality in that the user is able to obtain the same query result. Third, it introduces very little overhead as evaluated in our experiments.
OUR PROPOSED ALGORITHM
Our proposed app is called MoveWithMe since it automatically generates a number of decoys to move with the user and serve as distractions to the service providers. Figure 1 shows an example use case, whereby Fig. 1(a) depicts the real user (say Bob)'s trajectory and Fig. 1(b) and (c) depict two decoys' trajectories. Specifically, assume that Bob wants to access a location-based service app (e.g., Yelp) when he is at the golf course at Rolla in the morning. As soon as Bob opens Yelp, the MoveWithMe will be activated and immediately generate two decoys, Decoy I and Decoy II as shown in the figure. Decoy I is visiting a department store in Chesterfield while Decoy II is in a physics class in a university in Columbia. The number of decoys can be set according to the user's privacy needs. By intercepting the user's interaction with Yelp, MoveWithMe will send the three locations to Yelp, as well. As time passes, Bob accessed the location-based services, when he went to his research lab and then to the fast food restaurant and the gas station. Meanwhile, one of its decoys would have visited a bank, a movie theater and a hotel, and the other decoy would have visited a pizza place, a hospital and a park. Observe that these three traces are not only located in different cities, but also demonstrate different social behaviors. In this way, it would be challenging for the service provider to identify the real user's trajectory and profile the real user without additional knowledge.
At the first look, our approach may seem to resemble the traditional use of dummy trajectories. However, our algorithms to generate dummy trajectories are fundamentally different. Traditional dummy trajectories [11, 16, 20] are geographically close to the real trajectory, and adversaries may still be able to discover the real user movement pattern using some pattern mining technique as reported in [10] . In our system, we are generating decoys which are not only geographically, but also semantically different from the real user's trajectory. Last but not the least, unlike the previous dummy trajectory works which are mostly developed at a theoretical level and rely on a central server, our system is more practical. The proposed MoveWithMe system is designed as an Android app that is capable of providing the privacy preservation for users at the real time.
